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1. Introduction: The Warfighter Advantage
1.1 Overview

SARAHAI-INFERENCE is an advanced Al surveillance platform designed to act as a force-
multiplier for modern defense and security operations®. By leveraging state-of-the-art
artificial intelligence, it provides enhanced situational awareness for base perimeter
defense, high-value asset protection, and mobile or forward operating positions. The
system is engineered to strengthen the force's lethality, readiness, and resilience, enabling
Security Forces and OSI to modernize and posture for great power competition by
integrating advanced, autonomous technology into daily operations®.

1.2 Core Al Capabilities

SARAHAI-INFERENCE automates the tedious and error-prone task of constant monitoring,
allowing operators to focus on response and decision-making.

¢ Real-Time Object Detection: Utilizes the YOLOv8n model to identify and classify
critical objects in real-time video feeds, including person, car, gun, knife, drone, and
fire®.

e Advanced Color Recognition: Employs the CIEDE2000 color-difference formula to
identify the specific color of detected objects, providing crucial descriptive details
for reports and identification (e.g., "person in a red shirt")’.

e Persistent Object Tracking: Assigns unique IDs to moving objects, tracking their
position and calculating their speed across the field of view?.
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o Pattern of Life Anomaly (PoLA) Detection: Establishes a baseline of normal
activity and automatically flags abnormal events, such as unusual object types for a
given time of day or objects moving in unexpected locations or speeds®.

®° SARAHAI-INFERENCE — Tensor Networks, Inc. - o x 1

Stream 10 - OFF

Stream 19 - OFF

With up to 24 Real-time surveillance streams with cameras connected via USB, RTSP, or ONVIF

1.3 Air-Gapped Operations

For missions requiring maximum Operational Security (OPSEC), SARAHAI-INFERENCE's
core Al processing and surveillance functions operate entirely on the local machine. It does
not require an internet connection to detect, track, and record events. This makes it ideal
for air-gapped networks and forward positions where connectivity is limited or denied.

Note: Functions such as sending email/SMS alerts or performing cloud backups to S3 will
require a network connection™.

2. System & Installation Requirements
2.1 Minimum & Recommended Specifications
e Operating System: Windows 11 (64-bit)

« CPU:
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o Minimum: Quad-core processor

o Recommended: 8-core processor (e.g., Intel Core i7/i9, AMD Ryzen 7/9)

o Minimum: 8 GB
o Recommended: 16 GB or more for multi-stream analysis
e GPU (Graphics Processing Unit):

o Highly Recommended: A dedicated NVIDIA or AMD GPU is critical for real-
time performance.

o NVIDIA Support: CUDA-enabled GPUs (e.g., GeForce RTX series)'".

o AMD Support: ROCm (Linux) or DirectML (Windows) compatible GPUs (e.g.,
Radeon RX series)'2.

e Storage: Solid State Drive (SSD) with 20GB of free space for logs and recordings.
2.2 First-Time Setup
The first time you run SARAHAI-INFERENCE.exe, the system will perform a one-time setup:

1. EULA Acceptance: You must read and accept the End User License Agreement to
proceed’.

2. Dependency Check: The application will check for necessary components and
may download them if running from the source script (this step is skipped in the .exe
version)™.

3. Getting Started: The Main Interface
The user interface is organized into several tabs for ease of use.

o 3.1 Streams Tab: Displays the live video feeds from all active cameras in a grid of up
to 24 cells™. This is your primary dashboard for live monitoring.

e 3.2 Logs Tab: Shows a real-time text log of all system events, detections, and
errors’®,

« 3.3Timeline Tab: A structured table of every detection event, including timestamp,
object type, confidence score, and whether it was flagged as a PoL Anomaly™.

o 3.4 File Analysis Tab: A tool for performing Al detection on previously recorded
video files (.mp4, .mky, etc.)®.
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e 3.5 PolL Charts Tab: Visualizes the Pattern of Life data, helping to understand the
established baseline of activity'®.

4. Core Operations: Surveillance Deployment

4.1 Step-by-Step: Adding a Video Stream
1. Navigate to the menu bar and click

Streams > Add/Start Stream?°.
2. Inthe dialog box, select the

Cell (1-24) where you want the new stream to appear?'.
3. Choosethe

Source Type?%:

o USB Camera: For webcams or other direct-connect devices. The "Source
Info" should be the camera index (e.g., 0, 1).

o ONVIF/RTSP: For IP network cameras. The "Source Info" must be the full
RTSP URL (e.g., rtsp://192.168.1.50/stream1).

o File: To loop a pre-recorded video file as a live source. Browse to the file
path?2,

4. Click OK. The stream will initialize and appear in the selected cell.
4.2 TTP: Overt Surveillance (Deterrence & Active Monitoring)

For overt operations like Entry Control Points (ECP) or perimeter monitoring, use SARAHAI-
INFERENCE as an active situational awareness tool.

1. Position cameras to cover key areas.
2. Add all camera streams to the Streams Tab.
3. Click on any stream cell to open an
Enlarged View for detailed monitoring of a specific feed?.

4. Actively watch the Timeline Tab as detections are logged in real-time, providing a
structured view of activity.

4.3 TTP: Covert Surveillance (Automated Monitoring & Alerts)
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For clandestine operations, SARAHAI-INFERENCE can operate autonomously, requiring
minimal operator interaction.

1. Setup discreet camera sources.
2. Configure
Alerts (see Section 7) for high-threat objects (gun, knife, etc.) and PoL anomalies®.

3. Startthe streams. The application can now be minimized. It will continue processing
in the background.

4. Operators will be notified via email or SMS when an alert condition is met, allowing
them to react without having to constantly watch the screen?.

4.4 Manual Recording

For any stream, an operator can initiate a continuous recording session.
1. Onthe Streams Tab, locate the desired camera feed.
2. Clickthered

Record button below the video feed?’. The button will change to "StopRec".
3. The system will record the raw feed to an encrypted

.mkv.enc file on the local drive®.
4. Click

StopRec to end the recording session and secure the file®.

5. Post-Operation: Data Exploitation & Analysis

5.1 Reviewing Pre-Recorded Video

Use the File Analysis Tab to run Al detection on any standard video file (e.g., from a drone,
body camera, or previous SARAHAI recording).

1. Navigate to the
File Analysis Tab*°.
2. Click

Open MP4 File and select your video®'.
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3. The analysis will begin automatically. Detections will populate the table with the in-
video timestamp, object type, and confidence score®2.

5.2 Exporting Logs and Timeline Data

All data can be exported for reporting, intelligence analysis, or use in other data science
platforms.

o Exporting Logs: Go to Admin > Export Logs. This will decrypt and save the entire
system event log as a

xt file®.

o Exporting Timeline: In the Timeline Tab, click Export Timeline. This saves the
detection table as a

.csv file®.

o« Exporting File Analysis: In the File Analysis Tab, click Export Analysis. This saves
the analysis results as a

.csv file%.
5.3 Data Science & Intelligence Analysis

The exported .csv files are immediately usable for data analysis. They contain structured
data perfect for:

¢ Frequency Analysis: Determine peak times for activity (e.g., vehicle traffic,
personnel movement).

o Trend Identification: Analyze object detection data over days or weeks to identify
emerging patterns or changes in behavior.

e Link Analysis: Correlate detections across multiple cameras to track the movement
of individuals or vehicles across a facility.

6. Advanced Capability: Pattern of Life Anomaly (PoLA) Detection

6.1 Understanding PoLA

The PoLA engine is SARAHAI-INFERENCE's most powerful proactive feature. It learns the

normal "rhythm" of a location and automatically flags events that deviate from that
baseline®*.

¢ Numeric Anomalies: Flags objects that are in an unusual location or moving at an
unusual speed for that time and place®.

pg. 8 2025 Tensor Networks, Inc. All rights reserved. www.tensornetworks.com




NETW'RKS

Categorical Anomalies: Flags object types that are rare or have not been seen
before in the environment®,

6.2 Tactical Usefulness of PoLA

PoLA provides early warning indicators that a human operator might miss.

Hostile Reconnaissance: Can detect an individual repeatedly appearing in
sensitive but low-traffic areas.

Insider Threat: Can flag an authorized vehicle appearing in a restricted zone at an
unauthorized time.

IED Emplacement: Can identify a vehicle stopping in a location where vehicles
normally don't stop.

Pre-Attack Indicators: Can flag the sudden appearance of rare objects (like a drone
or weapon) in an area®.

6.3 Visualizing PoLA Data

The PoL Charts Tab provides visualizations of the collected data, showing scatter plots of

object locations and histograms of speed and object categories. This helps operators

understand what the Al has learned as "normal" for the environment.

7. Mission Configuration: Setting Alerts

Configure what the system alerts on and how it delivers those alerts.

1.

Navigate to the menu bar and click

Admin > Alert Management*'.

2.

3.

4.

pg. 9

Alert Mode: Choose email, sms, or both*.
Contact Info: Enter comma-separated email addresses and/or phone numbers*.

Global Clip Length: Set the duration (in seconds) of the video clips that are
automatically generated and sent with alerts*.

Anomaly Threshold: Adjust the sensitivity of the PoLA engine. A lower number (e.g.,
0.2) is more sensitive and will generate more anomaly alerts. A higher number (e.g.,
0.8) is less sensitive*.

Min Confidence to Log: Sets the minimum confidence score for an object
detection to be logged, reducing noise from low-confidence events*.
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7. Click OK to save the configuration. These settings will apply to all active and future
streams®.

Appendix A: End User License Agreement (EULA)

Tensor Networks is willing to authorize your access to software associated with this
License Agreement (“Agreement”) only upon the condition that you accept that this
Agreement governs your use of the software. By selecting the “Accept License Agreement”
button or box (or the equivalent) or installing or using the Programs you indicate your
acceptance of this Agreement and your agreement, as an authorized representative of your
company or organization (if being acquired for use by an entity) or as an individual, to
comply with the license terms that apply to the software that you wish to download and
access. If you are not willing to be bound by this Agreement, do not select the “Accept
License Agreement” button or box (or the equivalent), and do not download, install or
access the software*®,

Definitions "Tensor Networks" refers to Tensor Networks, Inc. "you" and "your" refers to (a)
a company or organization (each an “Entity”) accessing the Programs, if use of the
Programs will be on behalf of such Entity; or (b) an individual accessing the Programs, if use
of the Programs will not be on behalf of an Entity. “Contractors” refers to your agents and
contractors (including, without limitation, outsourcers). "Program(s)" refers to Tensor
Networks software provided by Tensor Networks pursuant to this Agreement and any
updates, error corrections, and/or Program Documentation provided by Tensor Networks.
“Program Documentation” refers to Program user manuals and Program installation
manuals, if any. If available, Program Documentation may be delivered with the Programs
and/or may be accessed from www.tensornetworks.com “Separate Terms” refers to
separate license terms that are specified in the Program Documentation, readmes, or
notice files and that apply to Separately Licensed Third-Party Technology. “Separately
Licensed Third-Party Technology” refers to third-party technology that is licensed under
Separate Terms and not under the terms of this Agreement*®.

License Rights and Restrictions Tensor Networks grants you a nonexclusive, non-
transferable, limited license to internally use the Programs, subject to the restrictions
stated in this Agreement, only for the purpose of developing, testing, prototyping, and
demonstrating your application and only if your application has not been used for any data
processing, business, commercial, or production purposes, and not for any other purpose.
You may allow your Contractor(s) to use the Programs, provided they are acting on your
behalf to exercise license rights granted in this Agreement and further, if you are
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responsible for their compliance with this Agreement in such use. You will have a written
agreement with your Contractor(s) that limits their right to use the Programs and that
otherwise protects Tensor Networks' intellectual property rights to the same extent as this
Agreement®°.

You may make copies of the Programs to the extent necessary to exercise the license rights
granted in this Agreement. You may make one copy of the Programs for backup purposes®'.

Further, you may not:

¢ remove or modify any Program markings or any notice of Tensor Networks or a licensor’s
proprietary rights.

¢ make the Programs available in any manner to any third party (other than Contractors
acting on your behalf as set forth in this Agreement);

¢ use the Programs to provide third-party training.

¢ assign this Agreement or distribute, give, or transfer the Programs or an interest in them to
any third party, except as expressly permitted in this Agreement for Contractors (the
foregoing shall not be construed to limit the rights You may otherwise have with respect to
Separately Licensed Third-Party Technology);

e cause or permit reverse engineering (unless required by law for interoperability),
disassembly, or decompilation of the Programs; and

e disclose results of any Program benchmark tests without Tensor Networks’ prior
consent52.

The Programs may contain source code that, unless expressly licensed in this Agreement
for other purposes (for example, licensed under an open-source license), is provided solely
for reference purposes pursuant to the terms of this Agreement and may not be modified®:.

All rights not expressly granted in this Agreement are reserved by Tensor Networks. If you
want to use the Programs or your application for any purpose other than as expressly
permitted under this Agreement, you must obtain from Tensor Networks or a Tensor
Networks reseller a valid Programs license under a separate agreement permitting such
use. However, you acknowledge that the Programs may not be intended for production use
and/or Tensor Networks may not make a version of the Programs available for production or
other purposes; any development or other work you undertake with the Programs is at your
sole risk®.

Ownership: Tensor Networks or its licensors retain all ownership and intellectual property
rights to the Programs. Third-Party Technology The Programs may contain or require the use
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of third-party technology that is provided with the Programs. Tensor Networks may provide
certain notices to you in Program Documentation, readmes, or notice files in connection
with such third-party technology. Third-party technology will be licensed to you either
under the terms of this Agreement or if specified in the Program Documentation, readmes,
or notice files, under Separate Terms®®.

Your rights to use Separately Licensed Third-Party Technology under Separate Terms are
not restricted in any way by this Agreement. However, for clarity, notwithstanding the
existence of a notice, third-party technology that is not Separately Licensed Third-Party
Technology shall be deemed part of the Programs and is licensed to you under the terms of
this Agreement. Source Code for Open-Source Software For software that you receive from
Tensor Networks in binary form that is licensed under an open-source license that gives
you the right to receive the source code for that binary, you can obtain a copy of the
applicable source code by contacting Tensor Networks®e.

Export Controls Export laws and regulations of the United States and any other relevant
local export laws and regulations apply to the Programs. You agree that such export control
laws govern your use of the Programs (including technical data) and any services
deliverables provided under this agreement, and you agree to comply with all such export
laws and regulations (including "deemed export" and "deemed re-export" regulations). You
agree that no data, information, program, and/or materials resulting from Programs or
services (or direct products thereof) will be exported, directly or indirectly, in violation of
these laws, or will be used for any purpose prohibited by these laws including, without
limitation, nuclear, chemical, or biological weapons proliferation, or development of
missile technology. Accordingly, you confirm:

¢ You will not download, provide, make available, or otherwise export or re-export the
Programs, directly or indirectly, to countries prohibited by applicable laws and regulations
nor to citizens, nationals, or residents of those countries.

¢ You are not listed on the United States Department of Treasury lists of Specially
Designated Nationals and Blocked Persons, Specially Designated Terrorists, and Specially
Designated Narcotics Traffickers, nor are you listed on the United States Department of
Commerce Table of Denial Orders.

¢ You will not download or otherwise export or re-export the Programs, directly or indirectly,
to persons on the above-mentioned lists.

¢ You will not use the Programs for and will not allow the Programs to be used for, any
purposes prohibited by applicable law, including, without limitation, for the development,
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design, manufacture, or production of nuclear, chemical, or biological weapons of mass
destruction57.

Information Collection The Programs’ installation and/or auto-update processes, if any,
may transmit a limited amount of data to Tensor Networks or its service provider about
those processes to help Tensor Networks understand and optimize them. Tensor Networks
does not associate the data with personally identifiable information®8.

Disclaimer of Warranties; Limitation of Liability THE PROGRAMS ARE PROVIDED "AS IS"
WITHOUT WARRANTY OF ANY KIND. Tensor Networks FURTHER DISCLAIMS ALL
WARRANTIES, EXPRESS AND IMPLIED, INCLUDING WITHOUT LIMITATION, ANY IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT. IN NO EVENT WILL Tensor Networks BE LIABLE FOR ANY INDIRECT,
INCIDENTAL, SPECIAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES, OR DAMAGES FOR
LOSS OF PROFITS, REVENUE, DATA OR DATA USE, INCURRED BY YOU OR ANY THIRD
PARTY, WHETHER IN AN ACTION IN CONTRACT OR TORT, EVEN IF Tensor Networks HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Tensor Networks’ ENTIRE
LIABILITY FOR DAMAGES UNDER THIS AGREEMENT SHALL IN NO EVENT EXCEED ONE
DOLLAR (U.S. $1)%°.

No Technical Support Unless Tensor Networks support for the Programs, if any, is
expressly included in a separate, current support agreement between you and Tensor
Networks, Tensor Networks’ technical support organization will not provide technical
support, phone support, or updates to you for the Programs provided under this
Agreement®®.

Audit; Termination Tensor Networks may audit your use of the Programs. You may
terminate this Agreement by destroying all copies of the Programs. This Agreement shall
automatically terminate without notice if you fail to comply with any of the terms of this
Agreement, in which case you shall promptly destroy all copies of the Programs®’.

Relationship Between the Parties Tensor Networks is an independent contractor, and we
agree that no partnership, joint venture, or agency relationship exists between us. We each
will be responsible for paying our own employees, including employment-related taxes and
insurance. Nothing in this agreement shall be construed to limit either party's right to
independently develop or distribute software that is functionally like the other party's
products, so long as proprietary information of the other party is not included in such
software®?.

Entire Agreement; Governing Law You agree that this Agreement is the complete
agreement for the Programs and this Agreement supersedes all prior or contemporaneous
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agreements or representations, including any clickwrap, shrinkwrap, or similar licenses, or
license agreements for prior versions of the Programs. This Agreement may not be
modified, and the rights and restrictions may not be altered or waived except in writing
signhed by authorized representatives of you and of Tensor Networks. If any term of this
Agreement is found to be invalid or unenforceable, the remaining provisions will remain
effective. This Agreement is governed by the substantive and procedural laws of the State
of California, USA, and you and Tensor Networks agree to submit to the exclusive authority
of, and venue in, the courts of Santa Clara County in California in any dispute arising out of
or relating to this Agreement®.

Notices Should you have any questions concerning this License Agreement, or if you desire
to contact Tensor Networks for any reason, please write to us at:

Tensor Networks, Inc
440 N. Wolfe Rd.
Mail Slot #3
Sunnyvale, CA 94085
Or visit us at:

www.tensornetworks.com &
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